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i; @mewep cepeepa (SERV-110) Active Directory - NnoNb30BaTENH H KOMNEBIOTEPI
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™ DNS-cepeep lma Tun OnmcaHue
=] % OomerHbie cnyswbisl Active Directory HET 3nEMEHTOE AN oTobpaKeHns

3 Active Directory - nons3oBaTENM M KOMNbKOTEDE!
[ Active Directory - caitTs! u cymben

ﬁ daiinossie cymie! MeHHble cnyxibn Active Direct 5[

f KoMNoHEHTEL
S| AnartocTika He yaanock HalTH CBEAEHUA of MMEHAX ND CEAYIoWE

2| MpocmoTp cobemmi MpUUMHE:
(%) MponssoanTERBHOCTE BubnuoTera He sapervcTpuposata.
&) ucneTuep ycrpoiicTs OBpaTUTECH K 3AMMHUCTPETOPY M NPOBEPETE MPABMIEHOCTE

g i?!' KondurypaLys HACTPOIKKM AOMEHE M YTO AomeH paboTaeT.
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MNaHAPOBILMK 3a0aHHA

= BpaHamaysp Windows B pexMe NoBbilweHHoR besonacHocTy
3 NMpasuna ANA BXOAALMX NOAKIIOHEHMI E
MpaBMna ANA NCXOAALETD NOAKTOHEHUS
E-!s Mpaeuna Be30MacHOCTH NOAKMOUYEHUA

Lﬁ'i HabmoaeHue

S Cnybiel

ﬁ? ¥npasnaowmi anemeHT WMI

h NokansHeIe NONL30BATENM W FPYNMb!

g XpaHUIULLE

Oncnetuep cepsepa = ll

dain  fefictewe  Bun  Crpaska

€3 FmIRE ]
i AwcneTuep cepsepa (SERV-110)

AeiicTena
=,
= 5 Pomm
L Hassarue Tun I SHaqeHue OTMeTKa BpemeHm I

EIERETE

= é DNS-cepeep
= 5_.‘ DNS [ononHUTenbHslE A... P
B § SERv-110
nofansHele xypHans:
Cofbimins DNS -
| 30Hs1 NPsMOro APOCMOTPE 4 DomainDnsZones
-] _msdcs.inib.local || ForestDnsZones
Ed i (kak nanka eepxrero yposHa)  HadaneHas sanvce soHbl ... [1281], serv-110.inib.Jocal.,...  cramuuecari
SoHe! 0BpaTHOro NPOCMOTPE i (kak nanka sepxHero yposHs)  Cepsep ume (NS) serv-110.inib.Jocal, craTyeil
Cepsepbl YCNoBHo# Nepecsinki i (kak nanka BepxHero yposHs)  ¥sen (A) 10.242,29,168 28,09,2022 11:00:00
= 5] Dowereie cnywisl Active Directory 2100 vaen (&) 10.242,29.170 07.10.2021 9:00:00
% Active Directory - HUTbEOBETEﬂM W KOMMBIOTEPEI i 2-104-01 Y3en (A) 10,242,209, 181 13.09,2018 12:00:00
_ g Active Directory - cafiret u cmprbel Elz-10402 Yaen (A) 10.242.29.182 craeat
£3 oaiinossie cryel =2-10403 ¥3en (A) 10.242,29.183 11.02.2019 13:00:00
KomnoerTel 210404 yaen (4) 10.242.25.184 14.01.2020 11:00:00
=7 E::;‘I’_mmg & 2-104-05 y3en (4) 10.242.29.185 22.02.2019 13:00:00
"' ﬂna:::::u.w{ — g 2-104-06 ¥sen (A4) 10.242.29.186 02.03.2020 14:00:00
= Bparamaysp Windows B pexume nosbilweHHoi GesonacHocT 210407 Yaen (4) 10.242.25. 187 06.03.2018 15:00:00
n Mpasnna 4ns BXOASILNK NOAKAKCHEHMT g 2-104-08 ¥sen (A4) 10.242.29.188 11.03.2019 16:00:00
MpaEiAa AR MCXOARLErD NOAKAICHEHNS H2-110-01 vsen (4) 10.242.29.151 14.05.2018 9:00:00
Ry Mpacina BE30MACHDETH MO AKTIOHEHMS & 2-110-03 ysen (A) 10.242.29.153 14.05.2018 9:00:00
., Hafionenve H2-11004 vsen (A) 10.242,29.154 14,05.2018 9:00:00
L CrysbBel & 2-11005 ¥sen (A) 10.242.29.155 14,05.2018 10:00:00
ﬂﬁ ¥Ynpasnstoumil snemeHT WMI Q 2-110-06 ¥sen () 10.242.29.156 14.05.2018 10:00:00
i gb NoKansHbIE NONL30BATENM U FPYIMbl i 2-110-07 ¥sen (A) 10.242.29.157 09.06.2018 11:00:00
B XpaHunmue i 2-110-08 ¥sen (4) 10.242.29.158 14.05.2018 10:00:00
i 2-110-08 ¥zen (4) 10.242.29.159 26.07.2022 9:00:00
i 2-110-10 ¥zen (4) 10.242.29.160 31.05.2018 13:00:00
i 2-110-11 ¥zen (4) 10.242.29.161 14.05.2018 10:00:00
i 2-110-12 ¥zen () 10.242.29.162 05.06.2018 11:00:00
i 2-110-13 ¥zen () 10.242.29.163 14.05.2018 10:00:00
i 2-110-14 Yzen (A) 10.242.29.164 27.01,2020 16:00:00
i 2-110-15 Yzen (A) 10.242.29.165 11,05.2018 14:00:00
i 2-110-2 ¥zen (A) 10.242.29.152 22,03.2019 12:00:00
i 2-110-7 ¥zen (A) 10.242.29.157 25.08.2021 10:00:00
i 2-112-45 ¥3en (A) 10,242,29,169 CTATHUYECKMIA
i 2-112-46 ¥3en () 10,242,29,170 CTATHHYECKHIA
i 2-112-47 ¥3en (&) 10.242.29.180 17.02,2020 12:00:00
i 2-112-48 ¥3en () 10,242,29.171 CTATHHYECKHIA
g 2-112-49 ¥3en (A) 10.242.29.167 CTATUYECKIA
g 2-112-50 ¥3en (A) 10.242.29.172 CTATUYECKIA
g 2-112-51 ¥3en (A) 10.242.29.175 CTATUYECKIA
g 2-112-52 ¥3en (A) 10.242.29.173 CTATUYECKIA
g 2-112-53 ¥sen (A) 10.242.29.174 CTATUYECKIIA
g 2-112-54 ¥sen (A) 10.242.29.166 CTATUYECKIIA
Q serv-110 ¥sen (A) 10.242.29.168 CTATUYECKIIA

" 12:48
AR 505,200 =

al - =l .
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AeiicTBue

Bun  Cnpaska

B Ancnetuep cepsepa

=15]x]|

2 DNS-cepsep
E £ DNs
Bl § SERV-110
= [noBaneHele XxypHans!
Cofibrmis DNS
= 30Hb! NPAMOTO NPOCHOTPa
| _msdcs.inib.local
inib.local
| 3oHe! ofipaTHOro NpocMoTpa
| Cepeepel YCNOBHOM NEpECbInkY
= ff LovenHse onybe Active Directory
3 Active Directory - NoNb30BaTENW W KOMMBIOTEPEI
[ Actve Directory - caliTesl u cnywhisl
Paitnossie cnymbil
& KomnoHeHTs!
B AvarHocTHKa
Bl Hff} Kondurypaumsa
9 MNEHMPOBLUMIE 33AEHHA
= Bpanamaysp Windows B pesimMe NoBsIweHHoM besonacHocT
2 Mpasina Ans BX0AALMX NOAKMKIHEHNI
8 Mpaskna Ans MEXOARALLEND NOAKMOUEHUS
Ba Mpasina Ge30NacHOCTH NOAKNIOYEHNSA
B Hatniogenue
., CnywBel
—_a% YNpasnsoLLmMi SneMeHT WMI
&5y NokansHele NONL30BATENM W rpYMNLI
=3 Xparunimue

Nncnetuep cepsepa (SER'
%‘
&

| CBogka cepeepa

10)

KOMMNOHEHTOB CEpsepa.

~! WuhopMaums o KoMnbloTEpe

MonHOE MMA KOMMBKITERE: sery-110.inib.local

[omeH: inib.local

MoAKNOYEHIME MO NOKANEHON CETH: HeT noaxnioueHa

MoaK/HOUEHHE MO NOKANEHOI CETH 10.242.28.168
2=

YaanenHeli padioumii cron: OTKNKOUEHD

YaaneHHoe YNpasneHue C NoMoLLbIY BrnodeHo
AWCNeTHYepa CepEEpos:

Koa npoaykTa: 55041-627-0038901-84971 (akTuBMpOBaHa)

I He nokasbiBaTh 3Ty KOHCONGL NPM BXOAE B CHCTEMY

~| CeenexnA cucTeMel GesonackocTu

Bparamaysp Windows: NomMen: Boikn.

LienTp obHosneHus Windows: MpoBEpATE TONEKD HanMuie oBHOBNEHMI ¢ nomowsto LleHTp
ofHosneHMA MalikpocodT

MocneaHss NposepKa Hanu4ua 11.01.2022 13:57
obHoEnEHMA:

MocneaHue YoTaHoENeHHEIE 08.07.2022 9:30
obHoEnEH!A:

KoHburypawa youneHHoi
BesonacHocTi Internet Explorer
(ESC):

BBIKNIOYEH ANA 3AMMHHCTPATOPOS
BKMOYEH ANA NONb305aTENER

| CBogKa no ponam
~) Ponm: 3 us 17 ycraHoeneH

i) DNS ~CEpEEp
w [LomMeHHile cnymbisl Active Directory
1. dafnosse crybsl

Nonyyexie ofisopa COCTOAHKA STOMO CEPEEPa, BLINOMHEHWE 3aAa4 YNPaBNeHWs BEPXHEro YDOBHA, a Tatoke Aofasnetme u yaanewm1e ponei 1

|»

E CBOAHAA CTPABKA No CEPBEpY

WzMEHWTL CBOMCTEA CCTEME!
OTofipasuTe ceTeskie
NOAKMHEHNA

{m HacTpouTe yRaneHHsii pafodnii
cTon

T HacTpouTe ynanexHoe ynpaenermne
€ NOMOWEHY AMCTIETHEPE CEPEEPOE

}’P MepeiiTv k Bparamayspy Windows
& HacTpouTk ofHoBneHMA

44 TpoBEPUTE HANMUNE HOBSIX POneil

T 3anyCTHTB MACTEP HACTPaMKK
GesonacHocTH -

'JE Harrpnwb KOHGMTYPAELIMID
yaunerHoli BesonacHocTu Internet
Explorer

E CBOAHAA CTPaBKa No ponaM

MepeiTu k ponam

my

fg{; JNobBasuTe ponm
5=' ¥aanuTe poni

~| CADNKA KOMNOHERTOR I crnarca no cronke kommarenTon =l
%4 Mocnearee obHoeneHwe: Cerogns B 12:47 HacTpowTs ofiHosneHne
o 12:49
[Tnya o= RU| 4
p &4 ba 1 0.0z

8 windows PowerShell

MNopanok npocroTpa cyeeukcos DNS . =
Ethernet adapter Monkawuenue

DNE—cydoHMKe NMOAKANYEHHA =
Onucanue. . . o o o

PuzHuecKHH anpec. o o o

DHCP BraAwueHn. . . . 8
ABToHACTpOMKA BKANUENHA .

IPvd-anpec. . .

Macka noncertu . = o B
OCHOBHOW wAW3. . .
DNS-cepBepH. . 0 5 o
MetBios uepes TCP/ P. - P

Ethernet adapter lMopkawueHue

CocToAHHE cpend. . . 8
DNS—c ydouKc nonxnnqeuua
OnucanWe. . . . . . . .
Pusuueckud aapec. . . .

DHCP BKAWMEH. . . .
ABTOHACTPOMKA BKANUENHA . 8

10.
10.242.24.247

inib.local

Nno AOKAALHOW CETH 2:

Intel<(R> PRO/100 M apantep pasoyero croaa
00-1B-21-1E-DA-92

Her

fla

10.242.29 .168¢0cHoBHOKD

255.255.255 128

242.29.254

: Brawuen

no AOKAABHOW CETH:

Cpena nepenayd HeNOCTYNHA.

I'urasuTHoe ceTesoe nopkawudeHde Intel<R> 82566DC-2
00-1C-CO-37-B4-89
HeT

fa

TyHHeAbHHMM apanTep isatap.{4?C43B54-B877C-43C8-BD6A—2?1CSBEYPCFFEEX :

CocToAHHE cpegW. . .
DHS—c ydoukc nunnnnqenua
OnucanWe. . . . . . . .
Pu3HYECKHMH anpec. . . . 8
DHCP Brkawuen. . . .

ABTOHACTPOMKA BKANUENHA .

Cpena nepenayd HeNOCTYNHA.

Anantep Microsoft ISATAP
00-00—-00-00-00-00-00-EQ
Her

fa

Tynneabnwi apantep isatap.{E3428B02-23AC-4A?8-2EBY-680618BCY3IDE: :

CocToAHHE cpend. . . 8

DH8—c ywouKe nonunnqeuua

OnucanWe. . . . . . . .

Pusuueckud aapec. . . .

DHCP BkawueH. . . . . .

ABTOHACTPOWKA BKANYEHA.
PS C:xUsershadm> netdom gquery fgmo
HO3IAHH CXEeMH sepryv—110.1i
K03AHH MMEHOBAHHA NOMEHOB serv—110.
PDC serv—110.
[Mucnetuep nyaa RID zeru—110._
HO3AHH MHOPACTPYKTYPH sepry—110.
KomManna BwNoAHEHA YcnewHo.

PS8 C:slUserssadm>

Cpena nepenayd HeNOCTYNHA.

Anantep Microsoft ISATAP #4
00-00-00-00-00-00-00-E0

nibh.local




= windows PowerShell

JlMarHOCTHKA CEpEEpa KATAAOrOB

BunoAHEHME HAYMAABHOW HACTPOMKH :

BunoAuAeTcA NONBTKA NOMCKA OCHOBHOMO CEpPBEpA...

#* [poBepka, ABAAETCHA AM AODKAAbHHY KomnbwTep serv—110 cepBepoM KATAAOroOB.

OcHoBHOW cepBep = seruv—110

* [opkawueHHe K cCAYxEe KaTadora Ha cepeepe serv—110.

#* MpenTuoHuKpoean aec AD.

Collecting AD specific global data

* CE0p CBENEHHH 0 CAWTE.

Calling ldap_search_init_pageChld,CN=Sites.CN=Configuration.DC=inib,.DC=local.LDAP_SCOPE_SUBTREE. {obhjectCategory=ntDES
iteSettings), ... ....

The previous call succeeded

Iterating through the sites

Looking at hase site ohject: CN=NIDS Site Settings.CN=Default-First-Site—MName.CN=8itez CN=Configuration,DC=inih,DC=1o
cal

Getting ISTG and options for the site

* BunoAHeHHe HABHTHOHKAUMW ECEX CEepEEpOB.

Calling ldap_seawrch_init_pageChld.CN=Sites.CN=Configuration, DC=inih, DC=1local,.LDAP_SCOPE_SUBTREE. (ohjectClass=ntDSD=zad

The previous call succeeded....

The previous call succeeded

Iterating through the list of servers

Getting information for the server CH=NTDS Settings.CH=SERU-110.CH=Servers.CH=Default-First-Site—MName.CH=8ites.CN=Con
figupration, D nib,.DC=local

obhjectGuid obtained

InvocationID ohtained

dnsHostname ohtained

gite info obtained

All the info for the server collected

* MpeHTHPHKAUMA BCEX NEpPEKpecTHHX ccuaoxk NC.

# Hasipeno 1 DC (koHTpoaaepoe pomeHald. [poeepka 1 U3 Hux.

GCE0p HAYAALHHX MAHHWX 3ABEPUEH .

BunoAHEHHE OEASATEABHHX HAYAABHHMX NPOEEpPOK

Cepsep nposepku: Default-First—Site—Name~SERU-110
3anyck npoeepru: GConnectivity
#* Active Divectowry LDAP Services Check
Determining IP4 connectivity
* fictive Directory RPC Services Check
SERU-110 - nposnena npoeepka Connectivity

BunoAHEHHE OCHOBHMX MPOBEPOK

Cepeep npoeepku: Default-Firzt—Site—Name“SERU-110
MpoBepKa NponNyuwWeHa No 3anpocy noAb3oBatean: Advertising
lNposeprka nponyuena no sanpocy noab3osartean: GCheckSecurityError
1 noabzoeatean: CutoffServers

MpoBepka NponNYyweHa No 3anNpocy NOAL3IOBATEA CutoffServers

lNposepka nNponyueHa no Zanpocy NoALIOBATEA FrsEvent

lNposeprka nponyweHa No 3anpocy NOAL3IOBATEA DFSREvent

lNpoeepka NponyweHa no 3anpocy NOAL3I0OBATEA SyslolCheck

MpoBepka NponyuweHa no 3anpocy NoOAL30BATEA KccEvent

lNpoeepka nponyweHa no 3anpocy NOAL3IOBATEA KEnows0f RoleHolders
lNposepka nponyweHa no 3anpocy NOAL3IO0BATEA Machineficcount
lMpoBepKka NMponNYyweHa No 3anNpocy NOAbL3IOBATEA NCSecDesc

lNposepka nNponyueHa no 3anpocy NoALIOBATEA NetLogons

lNposepka nNponyweHa nNo 3anpocy NOAL3IOBATEA ObjectsReplicated
MpoBepka NponyweHa No 3anpocy NOAbL3IOBATEA QuthoundSecureChanne 1s
lNpoeepka nNponyweHa no 3anpocy MNoOAb3I0EATEA Replications

lNposeprka nponyweHa No 3anpocy NOAL3IOBATEA RidManager

MpoBepka NpoONYWeHa No 3anpocy NoAL30BATEA Services

MpoBepka NponyuweHa no 3anpocy NoOAL30BATEA SystenLog

Mpoeepka NponyweHa no 3anpocy NoAL30BATEA Topology

lNposepka nponyweHa no 3anpocy NOAL3IO0BATEA UerifyEnterpriseReferences
lMpoBepKka NMponNYyweHa No 3anNpocy NOAbL3IOBATEA UerifyReferences
lNpoeepka nponyuweHa no zanpocy noaev3zoearean: UerifyReplicas

3anyck nposepkM: DNS

Mposeprkn DHES BuwnoanawTca 6e3 3asdcanda. lMopoxaMTE HECKOABKO MMHYT...
See DNS test in enterprise tests section for results
SERU-110 — ne nposneHa nposepxka DNS

Bunoanenue nposepok pasneaos na: ForestDnsZones
lMpoBepka NMponNyYyweHa Mo 3anNpocy NOAbL3IOBATEA CheckSDRef Dom
lNpoeepka nponyweHa no sanpocy noavzoeareana: CrossRefUalidation

BunoAHeHue npoBepoK paszneacs Ha: DomainDnsZones
lNpoeepka nNponyweHa no 3anpocy MNoOAb3I0EATEA CheckSDRef Dom
lNpoeepka nponyuweHa no sanpocy noavsosareana: CrossRefUalidation

BunoaHeHue nNpoBepoK paszneqaos Ha: Schema
lNpoeepka nponyweHa nNo 3anpocy NOAL3IOBATEA CheckSDRef Dom
lNpoeepka nponyweHa no 3anpocy NOAL3IOBATEA CrossRefUalidation

Bunoanenue nposepok pazneaos Ha* Conf iguration
lNposepka nNponyweHa nNo 3anpocy NOAL3IOBATEA CheckSDRef Dom
MpoBepka NponNYyweHa No 3anpocy NOAL3IOBATEA CrossRefUalidation

BunoAveHue npoBepok paszneaAcs Ha: inib
lNpoeepka NponyuweHa no 3anpocy NOAL3I0OBATEA CheckSDRef Dom
lNposepka nponyuweHa no 3anpocy NOAL3OBATEA CrossRefUalidation

Bunoanenue nposepok npeanpuATHa Ha: inib.local
3anyck nposepkM:= DNS
Pe3yaAbTarH NPOBEPKH KOHTPOAAEPOB NOMEHA:




Mpoeepka nponyuweHa no sanpocy noab3oeatean: CrossReflUalidation

BwnoaHenwe nposepok paspeace Ha: Configuration
Mpoeeprka nponyweHa no sanpocy noas3oBateada: CheckSDRefDom
Mposeprka nponyuweHa no 3anpocy noabsosatean: CrossRefUalidation

BunoAHeHWe npoBepok pazneAos Ha: inih
Mpoeeprka nponywena no zanpocy noaczosateaa: CheckSDRefDom
Mpoeepka nponyuweHa no sanpocy noab3oeatean: CrossReflUalidation

BunoAHeHWe npoBepok npeanpuATHA Ha: inib.local
Janyck nposepku: DNS
PesyabTaTe NpoBEpPKH KOHTPOAAEDOE NOMEHA:

Kontpoanep pomena: serv—110.inib.local
fMloren: inib.local

TEST: Authentication ¢Auth
TecT npoBepKH NMONAWHHOCTH: 3ABEPUEH YCMEWHO

TEST: Basic <Basc2

0C Microsoft Windows Server 2008 RZ2 Standard <Service Pack level: 1.0 nopnepxHBaeTcs.

HETLOGON cayxea sanyueHa .

kdc cayxea sanyuena.

DNSCACHE caywxea sanyueHa.

DHS caywea 3anyueHa.

DC asasetca DNS-—cepeepon

Error: can’'t read network adapter information through WHMI

[Error details: OxBO041001 (Type: HRESULT - Facility: WMI, Description: Generic failure> — Enumerate U
in32_MNetworkAdapterConf iguration class failedl

Warning: The A record for this DC was not found

Warning: The AAAA record for this DC was not found

He nakpenwm sanucu ysaa <A wau AAAA> pas pandnoro DC

The S0A record for the Active Directory zone was not found

Warning: no DNS RPC connectivity <{error or non Microsoft DNS server is runningd

[Error details: 5 (Type: Win32 — Description: OtkazaHo B poctyne.l]

OtueT no pesyabTaram nposepku DNS:

Auth Basc Forw Del Dyn RReg Ext

fMloren: inib.local
serv-110 PASS FAIL nsa nsa n/a nsa nsa

inib.local — He npoKdpeHa nposepka DNS
Mpoeepka NponyueHa no 3anpocy noab3oBaTead: LocatorCheck
MpoBepka NponyueHa nNo 3anpocy noab3oBaTeaa: Intersite
PS8 C:ulUserssadm>




